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CAMBRIDGESHIRE AND PETERBOROUGH LSCB

E-SAFETY AUDIT TOOL

This self-evaluation tool provides a checklist for organisations to evaluate risks, strengths and weaknesses and the extent to which an organisation is meeting requirements to manage and reduce e-safety and where there may be action points for future improvement.

An e-safety incident is ‘a safeguarding incident using technology’
	

	Your organisation/department/team:
	

	

	Name:
	

	

                                   

	Date audit completed: 

	Proposed date for review: 


The audit has been structured in line with Becta's PIES model. This was an effective framework developed to provide a safeguarding strategy for organisations. It offers a simple way of mitigating against risks through a combination of effective policies and practice, a robust and secure technology infrastructure, and education and training for learners and employees alike, underpinned by standards and inspection.

The PIES model helps whole organisations, departments or teams develop a safeguarding strategy, to ensure that they are:

· providing a safe environment for all learners and employees

· equipping learners and employees with the skills needed to mitigate against risks, understand dangers and respond appropriately to incidents

· adhering to legal responsibilities and protecting their reputation as a provider

· ensuring that technologies are used responsibly in order to support innovative and effective support.
We recommend you use this document electronically and then you can access hyperlinks to useful documents
People, Policies and Practices
	Does your organisation/department /team:
	In 

Place
	Working towards
	Not in Place
	n/a
	How do you know?

What is the evidence?

	1a Have designated staff for e-safety?
	
	
	
	
	

	1b Have a PREVENT lead to oversee the implementation of the government’s radicalisation strategy?
	
	
	
	
	

	2. Have a clearly defined process for reporting e-safety incidents?
	
	
	
	
	

	3. Ensure requirements of Data Protection Act are understood and enforced?
	
	
	
	
	

	4a Have an e-safety policy? 
	
	
	
	
	

	4b.Have acceptable use policies to cover adults/young people?
	
	
	
	
	

	5. Does your policy include:
	

	a) the use of personal mobile technology?
	
	
	
	
	

	b) the use of social media?
	
	
	
	
	

	c) the use of digital images and video
	
	
	
	
	

	d) communication with the wider community e.g. website, newsletters..
	
	
	
	
	

	e) information  handling and security
	
	
	
	
	

	f) acceptable use agreements for adults and young people
	
	
	
	
	

	g) a specific reference and inclusion of the Prevent Duty
	
	
	
	
	

	6.  Do people in your organisation
	

	a) know who to go to or how to report/manage e-safety issues or concerns?
	
	
	
	
	

	b) protect and conduct themselves appropriately online?
	
	
	
	
	

	c) Know how to recognise radicalisation?
	
	
	
	
	

	d) Know how to report potential radicalisation?
	
	
	
	
	

	7. Do parents and carers:
	

	a) keep up-to-date with e-safety issues and risks
	
	
	
	
	

	b) understand their roles/ responsibilities
	
	
	
	
	

	8. Do children and young people receive e-safety support, advice, guidance or training?
	
	
	
	
	

	9. Does your organisation have pupil/student mentors or ‘champions’ for e-safety?
	
	
	
	
	

	10. Do children and young people in your care tell you what worries them about the online world?
	
	
	
	
	


Infrastructure and Technology

	Does your organisation have:
	In 

Place
	Working towards
	Not in Place
	n/a
	How do you know?

 What is the evidence?

	1. An effective computer system in place providing filtering and security for all who use the system?


	
	
	
	
	

	2. An effective computer system in place with security of data?


	
	
	
	
	

	3. A clearly articulated password policy?


	
	
	
	
	

	4. Technical monitoring reviews and reports?

	
	
	
	
	

	5a. Filtering/firewall systems to prevent staff/students/visitors from accessing extremist websites and material?

	
	
	
	
	

	5b. Does this also include the use of using their own devices via Wi-Fi?


	
	
	
	
	

	5c. Does the system alert to serious and/or repeated breaches or attempted breaches of the policy.
	
	
	
	
	


Education and Training
	Do all adults within your organisation:
	In 

Place
	Working towards
	Not in Place
	n/a
	How do you know?

 What is the evidence?

	a) understand e-safety issues and risks? 


	
	
	
	
	

	b) receive e-safety roles and responsibilities training or information updates?


	
	
	
	
	

	c) know where to go for e-safety information and advice e.g. Safer Internet Centre/ Share Aware

	
	
	
	
	

	d) know/follow the agreed process for managing e-safety incidents

	
	
	
	
	

	e) understand and uphold copyright regulations


	
	
	
	
	

	f) know what child sexual exploitation is?


	
	
	
	
	

	g) know how to challenge, question or report extreme views?


	
	
	
	
	

	Do parents and carers you work with:
	

	a) receive e-safety awareness training, support or advice


	
	
	
	
	


Standards and Inspection

	Does your organisation:
	In 

Place
	Working towards
	Not in Place
	n/a
	How do you know?

 What is the evidence?

	a) have a process for reporting e-safety incidents?


	
	
	
	
	

	b) conduct a regular review of e-safety incidents, logs


	
	
	
	
	

	c) survey staff, parents/carers, young people 


	
	
	
	
	

	d) audit and review its e-safety measures?


	
	
	
	
	

	e) assess new risks, technologies and practices?


	
	
	
	
	


ACTION PLAN – Priorities for this year
	
	Action(s) to be taken
	By when
	Person responsible

	Priority 1


	
	
	

	Priority 2


	
	
	

	Priority 3

	
	
	


The Child Exploitation and Online Protection Centre http://www.ceop.police.uk is a key source of advice.
Other useful links can be found on the LSCB websites http://www.peterboroughlscb.org.uk or http://www.cambridgeshire.gov.uk/lscb/ 
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